Remote Access Point and
VPN VA Installation Guide

Alcatel-Lucent
Enterprise

August 2020
Revision B
Part Number 060688-10

ALE USA Inc.
26801 West Agoura Road
Calabasas, CA 91301
+1 (818) 880-3500



Remote Access Point and VPN VA Installation Guide

Table of Contents

Remote Access Points and VPN Tunnel Components..........cceuceiiiiimiiiececcsninsesssecessssssneeens 1
VPN for Management and Data (OVE Managed APS)..........cueiiiiiiiiiiiiiieieeee e 1
VPN for Data Only (OVC Managed APS)......coi oot 2
T = To (IS (TSP 2
NEtWOIrK TOPOIOGY ...ttt nnnnnnes 2

Remote Access Points and VPN Tunnel Configuration ............cccooiimmiiccciiiisssccccceneeeneee 3
Creating an OmniVista Cirrus Freemium ACCOUN ...........ooiiiiiiiiiiiiiiie e 3
Yo [0 I =T a1 (3 PSRN 5
Deploying/Configuring the VPN Tunnel Server..........oo 8

Recommended VPN VA Configurations.............ccoooiiiiiiiiiiiii e 8
Deploying the VPN Virtual APPlIENCE ........ooovveniiiieiee e 8
Configuring the VPN Virtual ApplianCe..........coooiiiiiiiiii e 15
Configuring the VPN Data TUNNEL............ooooiiiiiiiiieee e 30
Create an SSID for the VPN Data TUNNEl ...........uuii e 34
Add a Route to Reach the VPN VA from OmniVista..........cccoooiiiiiiiiii e 35

Upgrading the VPN VA ...t rriesr s rrre s s s e rm s e e nm s s e e nma s e e smn s s e e nmns s ennmnnnnnn 36

Basic Troubleshooting Checklist..........ccuiiiiiiiiiccrrrr e 41
Useful Logs and CommMaNdS .........oooeiiiiiiiieee e 42

i Part No. 060688-10, Rev. B



Remote Access Point and VPN VA Installation Guide

Remote Access Points and VPN Tunnel Components

A Remote Access Point (RAP) is an AP with a management tunnel to a remote OVE, regardless
of whether a Data VPN is enabled or not. An OVC Managed AP is technically not considered a
RAP since there are no Management VPN Server details to be configured. An OVC managed
AP already uses a OpenVPN connection for Management communications with a VPN server in
the OVC Cloud infrastructure. However, it is possible that an OVC Managed AP might need a
Data VPN Tunnel to a VPN server in the Enterprise.

Components of the solution:

e Stellar APs.

¢ OVE/OVC.

o RAP VPN Server for Data VPN and/or Management VPN.
e Gateways and routers at customer network.

VPN for Management and Data (OVE Managed APs)

Typically, a local AP in the Enterprise learns its OV IP address via DHCP option 138. A local AP
in the Enterprise is managed by OV in the Enterprise directly. An AP at a remote site cannot be
managed by OV in the enterprise as it will not be reachable directly. The connection and
communication needs to happen via a VPN tunnel. An out-of-the-box AP that is not supplied
with DHCP option 138 will first register with the OVC Activation Server allowing it to be
configured as a RAP.

If the RAP is OVE managed:

1. The first connection, out-of-the-box, is to the OVC device registration server. It retrieves the
setup parameters for RAP including the OVE IP to connect to.

2. The keys and parameters are exported to the RAP VPN server at corporate HQ.

3. The RAP then establishes a Wireguard VPN tunnel over which it connects to be managed by
OVE.

4. Optionally, a Data VPN tunnel can be setup in OVE between the RAP and the VPN server.
The tunnel keys and parameters can be exported to the VPN server at corporate HQ.

5. Once the Data VPN tunnel is established it can be used to tunnel the required end user
services to corporate HQ.

Key points when RAP is managed by OVE:

e OVC device catalog provides options to register the AP as RAP. This is required to
setup the Management VPN to the RAP VA appliance located in corporate HQ. The
administrator should register the AP as RAP which allows for pre-provisioning the RAP
VPN VA public IP/ OVE On-premise IP/ Security Keys etc.

e Data VPN configuration is done from OVE on the managed AP. This is required to setup
the Data VPN tunnel to the RAP VA appliance located in corporate HQ.

e WLAN Service configuration is done from OVE that is managing the RAP.
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VPN for Data Only (OVC Managed APs)

An OVC managed AP can be configured for an encrypted Data VPN Tunnel to a remote VPN
Server. The AP needs to be setup with the Wireguard VPN Server endpoint details allowing the
AP to tunnel data traffic to the VPN server at corporate HQ.

If RAP is to be managed by OVC.

1. The first connection out-of-the-box for the AP is to the OVC device registration server to
confirm it is an OVC registered AP.

2. The AP establishes and OpenVPN connection to be managed by OVC.

3. A Data VPN tunnel from the RAP is setup on the OVC and the tunnel keys and parameters
can be exported to the VPN server at corporate HQ.

4. Once the Data VPN tunnel is established it can be used to tunnel the required end user
services to corporate HQ.

Key points when RAP is managed by OVC:

e The administrator registers the AP in the OVC device catalog as a standard OVC
managed AP. No Management VPN is required as the AP is managed by OVC.

e Data VPN configuration is done from OVC on the managed AP. This is required to setup
the Data VPN tunnel to the RAP VA appliance located in corporate HQ.

e WLAN Service configuration is done from OVC that is managing the AP.

Prerequisites

e ESXi versions 6.0, 6.5, and 7.0 are supported (ESXi 5.5 is not supported).

e Stellar RAP version is AWOS 4.0.0 is supported. AWOS 4.0.0.1064 (Maintenance
Release) is recommended.

¢ OmniVista 2500 version 4.5R1 is supported.
Network Topology

Within this document we will use the following network topology:
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Remote Access Points and VPN Tunnel Configuration

You can configure an offsite, remote AP as a Remote Access Point (RAP) that can be managed
by your local OmniVista Enterprise installation through a VPN Tunnel. Remote APs are added
to the Device Catalog using a “Freemium version of OmniVista Cirrus, the cloud-based version
of OmniVista. You then must install a VPN Tunnel Server Virtual Appliance (VPN VA) (see the
OmniVista Enterprise 4.5R1 Installation and Upgrade Guide for installation instructions).

When the AP(s) is connected to the network, it automatically contacts the OmniVista Cirrus
Activation Server, which downloads the necessary IP and VPN configurations and the AP will be
added to the List of Managed Devices and manageable by your local OmniVista Enterprise
installation. The following sections detail the steps required to deploy Remote Access Points:

1. Creating an OmniVista Cirrus Freemium Account
2. Adding APs to the Device Catalog
3. Deploying/Configuring the VPN Tunnel Server

Note: The Remote AP feature is only supported on Stellar APs running AWOS 4.0.0.40 and
higher.

Note: Only untagged traffic can currently be tunneled through VPN tunnels.

Creating an OmniVista Cirrus Freemium Account

OmniVista Cirrus offers a “Freemium” account which is used to add Remote APs. Follow the
steps below to create an OmniVista Cirrus “Freemium” Account.

1. Go to the OV Registration Portal.

- -
Joome -
“ e 0 P AT LT LI
Alcatel-Lucent @
Enterprise
Omnivista Cirrus
] P S S
& Copyright Alcadel-Lucint Ertarpring USA, I . 15457
© Copympit ALE USA Ine |, 2074, 2018
Bt wiraind o Indrrot Englonar 114, Chrorm B+, Firslox 6. Tha minimus necommandid nesclution i 1265068

2. Click on the Create a New Account button. The Create New Account Screen will appear.

3. Complete the fields. Fields marked with an asterisk (*) are required. At the bottom of each
screen, click Continue to move to the next screen. Note that the username you enter will be
used to log into OmniVista Cirrus once your account is created. Also note that the e-mail
address you enter will be used to verify your account and complete the process. When you have
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completed and reviewed all of the fields, accept the terms and conditions and click on the
Create Account button. A Confirmation Screen will appear.

Alcatel-Lucent @

Enterprise

OmniVista Cirrus

& Your account was created successfully!

Check your email - we have sent you a verification smail with the next step
(don't forget to check your email's Spam folder if it has one).

4. Go to the e-mail account you entered in Step 3 above. You will receive an e-mail from ALE
USA Inc (noreply@ovcirrus.com) containing instructions and a verification link. Click on the Go
to Verify Account link. The Set Password Screen will appear.

Important Note: There is a link in the body of the email to download the required device
OS software for OmniVista Cirrus. APs must be running a minimum software version of
AWOS 4.0.0.40. Click on the link to download the software. If necessary, you can use
this software to upgrade your devices.

5. Create and confirm your password, then click on the Save button. The Confirmation Screen
below will appear.

You have successiully set your password. You can now kogin with your new passwond

6. Click on the Continue to Login Page link and log into OmniVista Cirrus using the username
and password you created. After successful login, the OmniVista Cirrus Freemium Dashboard
will appear.
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Note: You will continue to log into https://registration.ovcirrus.com using the username
and password you created to access your OmniVista Cirrus Freemium Account.

Add Remote APs

Remote APs are added using the Device Catalog application.

1. Select Network - Inventory - Device Catalog to bring up the Device Catalog application.
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= [ 3 Suppodt Cenber i Videas B About i Logout

Alcatel-Lucent @

Entespaie

&R GET D ACCOUNT

L e

SECURSTY = ACRINISTRATION =

INVENTORY -+ A Home - Network ~ Inventory Dewice Catalog

e Device Catalog BRI © | Eoort vitseiirss Gasia] o | + 16
o Athbred Filter
Managed Inventony
Seril Mumber Model Current Software Wers.  Desired Software Vers.  Devide Status Deévide Caldamry

Showing Page 1001

2. Click on the Add icon (+) in the upper-right corner of the screen to bring up the Add a Device
Screen.

Add a Device

P edenten wngurd Paid

“Gerial Mumber

Dhetired Software Verdon Do ot Upgrsde -

3. Enter the AP Serial Number, then enable the Is this a Remote AP Field to open the
Remote AP configuration fields.
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Add a Device

“haewnal Musmibser
"MAL Address

15 this a Remate AP L
WM Setiongs
) Create B

"WPH Setiengs Mams

“Rervers Pubdi Poat
"

“Servers VPN IP

"Dy i3]
Enterpiise Seaver 1P

Clsent WM 1P Address Pool

(& 1P Range Shoeihamnd Maik
"I Eange

"Susbinet Mk

4. Complete the fields as described below, then click on the Save VPN Settings and Create
Device button to add the AP to the Device Catalog.

¢ MAC Address - The MAC address of the AP.
e Is This a Remote AP - Click the slider to "Yes".

¢ VPN Settings - The VPN Tunnel configuration between the VPN Server and the
OmniVista Enterprise Server. Select the Create New VPN Settings radio button to
initially configure a Tunnel. Once you configure and save Tunnel Settings, they are
saved under the VPN Settings Name and you can simply select Choose Existing VPN
Settings to select an existing VPN configuration when adding Remote APs.

e VPN Settings Name - User-configured name for the VPN configuration.

e Server's Public IP - The VPN Server's Public IP address (configured on one of the
interfaces when you installed the VPN VA). This is the IP address used by Remote
APs to connect to the VPN Server. And this is the interface through which traffic
originating from inside the Enterprise Network flows to the Remote site.

e Port - The VPN Public IP Server Port.

e Server's VPN IP - The VPN Server's Private IP address within the virtual network
(must be in the same network as the client pool). This is the tunnel interface through
which traffic originating from the Remote AP flows to reach a destination inside the
Enterprise Network.
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¢ OmniVista Enterprise Server IP - The IP address of the OmniVista Enterprise Server
that will manage the devices.

¢ Client VPN IP Address Pool - The range of addresses available to assign to
Remote APs.
= IP Range - Enter a starting and ending IP address range.
= Shorthand Mask - Enter a shorthand mask for the IP Range
= Subnet Mask - Enter the subnet mask for the Client VPN IP Address Pool.

Deploying/Configuring the VPN Tunnel Server

A Virtual Private Network (VPN) Virtual Appliance (VA) is required for managing Remote Access
APs and securely tunneling data from devices at remote locations. The following sections
details the steps for deploying and configuring a VPN VA.

Recommended VPN VA Configurations
The VPN VA and NIC configurations are based on the number of Remote APs being managed.
¢ VPN VA Configuration (Based on the number of Remote APs)
e 1-100APs -4 vCPUs, 2GB RAM
e 100 - 250 APs - 6 vCPUs, 4GB RAM

Note: Higher scale is based on CPU/Memory calculated per RAP unit. For
deployments greater than 64 RAPs it's suggested to contact ALE TSS/Support for
recommendations on planning and rollout.
e NICs - 1G vs.10G (Based on expected throughput)
e 10 - 20Mbps expected VPN throughput per RAP, if local breakout is serving all
internet needs.

e 20 - 100Mpbs expected VPN throughput per RAP, if all traffic is tunneled through
VPN.

Deploying the VPN Virtual Appliance

Deploy the VPN VA on your Hypervisor. The steps below show the steps to deploy the VA on
VMware. After deploying the VA, configure the VA and complete the installation.

1. Download and unzip the OVF package. You will be using the OVF File and both VMDK Files
(disk 1 and disk 2) for the installation. The Zip file also contains an *.mf File. Delete the *.mf
File from the folder before importing the files in Step 5.

2. Log into VMware ESXi.
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root@10.255 222 Q, search

Manage

Monitor

1 Virtual Machines
E3 storage
€3 Networking

() Manage with vCenter Server | 51 Create/Register M | [Jg Shutdown [By Reboot | (@ Refresh | 4§ Actions

ovvmhost3 cPU FREE: 22.6 GHz
Version: 6.5.0 (Build 4387370) 0%

USED: 35 MHz CAPACITY: 22.7 GHz
State: Normal (connected to vCenter Server at 10.255.22..

Uptime: 116.86 days MEMORY FREE: 18.38 GB
[ | 8%

USED: 1.64 GB CAPACITY: 20 GB

STORAGE FREE: 401.55 GB
0%

USED: 974 MB CAPACITY: 4025 GB

E Hardware
Manufacturer HF
Model ProLiant DL320 G5

v [ crPu 8 CPUs x Intel(R) Xeon(R) CPU E5440 @ 2.83GHz
K 1\emory 20GB

3 E\iinua\ flash 0 Bused, 0B capacity

Recent tasks

Task Target Initiator  ~  Queued w | Started ~ | Result Complate
Destroy |_"‘:_| OV 4 5R2 Buil .. | root 07/M13/2020 1. 07/13/2020 1. o Completed succezsfully | 07M3/2020 1.
Destroy |_"‘___| VPN VA Build root 07/13/2020 1 07/13/2020 1 o Completed succeszsfully | 07/13/2020 1
Download VMXCaonfig Mone VC Internal 071372020 1... 07/13/2020 1... o Completed succeszsfully  07/13/2020 1...

Fower Off W (51 OV 4.5R2 Buil...  root O7TM320201...  O7TMH20201... o Completed succeszsfully | 07/13/2020 1.

3. Select the Host on which you want to install the VPN VA and click on Create/Register
VM. The first screen of the New Virtual Machine Wizard appears.

1 New virtual machine

bl 15 t creation type

2 Select OVF and VMDK files
3 Select storage

4 License agreements
5 Deployment options
6 Additional settings
7 Ready to complete

Select creation type

How would you like to create a Virtual Machine?

»

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files.

Create a new virtual machine

: Deploy avirtual machine from an OVF or OVA file

Reqgister an existing virtual machine

Back Next Finish

|

4. Select Deploy a virtual machine from an OVF or OVA file and click Next.
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1 New virtual machine - VPN VA Build 21

¥ 1 Select creation type Select OVF and VMDK files
3 Select storage
4 License agreements
5 Deployment options
6 Additional settings
7 Ready to complete

Select the OVF and VMDK files or OVA for the WM you would like to deploy

Enter a name for the virtual machine.

[ 1/P1a va Buila 21

Virtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.

x @ ovimse-vpn-4.5.1.21_ovf
X __ ovnmse-vpn-4.5.1.21-disk002.vmdk
X __ ovnmse-vpn-4.5.1.21-disk001.vmdk

5. Enter a name for the VM (e.g., VPN VA Build 21), click to locate and select the downloaded
installation files (or drag the files into the window), then click Next. Remember, do not include
the *.mf File; only the *ovf file and the two *vmkd Files.

4

1 New virtual machine - VPN VA Build 21

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VIDK files Selectthe datastore in which to store the configuration and disk files.

bd 3 Select storage

“ Lloenseagreenfents The following datastores are accessible from the destination resource that you selected. Select the destination datastore for
5 Deployment options the virtual machine configuration files and all of the virtual disks.
6 Additional settings

7 Ready to complete Name ~ | Capacity ~ | Free v | Type ~ | Thinpro... ~ | Access ~
datastore1 (1) 4025 GB 401.55 GB WMFS5 Supported Single g
ov-gnap-datastore-001 716TB 296 TB MNFS Supported Single —

2 items

6. Select the destination storage where the template is to be deployed, then click Next.

& |
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¥ New virtual machine - VPN VA Build 21

»

¥ 1 Select creation type License agreements B
v 2 Select OVF and VMDK files

+ 3 Select storage

Read and accept the license agreements

¢ Lcense agreoments ]
;
+ 5 Deployment options

6 Ready to complete

-
Terms and Conditions Acceptance: Read the following End User License Agreement (EULA) carefully before in
pefinitions: As used in this Agreement, the term "Software" means collectively (i) the software program(s

"affiliated Companies™ means any entity contrelling, controlled by or under commen control, directly or 1

m

“order of Precedence”: If You received more than one license terms purporting to govern the use of the Ma

Parties: This agreement is between (a) the legal entity which has a separate purchase agreement with a Pa
1. License Grant: Subject to all other terms in the agreement, and subject to the payment of the applicab
Additional or different terms and conditions to medify, copy, or distribute the Material may be granted t
All licenses granted hereunder are contingent upen full payment of fees, if any, specified in the separat

2. License restrictions: Unless autheorized by the applicable law with no possibility te contractually sup

3. Third Party software: Licensee acknowledges that third party software, including without limitation "F i

<« L] 3

7. Review the License Agreement, click | agree, then click Next.

= |

1 New virtual machine - VPN VA Build 21

+ 1 Select creation type Deployment options
v 2 Select OVF and VMDK files

+ 3 Select storage
+ 4 License agreements
b 5 Deployment options Network mappings Metwork Interface 1 | VM Metwork v

Select deployment options

6 Ready to complete Null | WM Network v

Disk provisioning @ Thin © Thick

8. In the Network mapping field, select the Destination network that the deployed VM will use.
In the Disk provisioning field, select Thin. Click Next.

4
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41 New virtual machine - VPN VA Build 21

1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard

+ 3 Select storage
+ 4 License agreements

+ 5 Deployment options Product OmniVista VPN Server
hd 6 Ready to complete WM Name VPN VA Build 21
Disks ovnmse-vpn-4.5.1.21-disk001.vmdk,ovnmse-vpn-4.5.1.21-disk002 vmdk
Datastore ov-gnap-datastore-001
Provisioning type Thin
Metwork mappings Metwoark Interface 1: WM MNetwark, Mull: VM Network
Guest 05 Mame RedHat_64

Y

Do not refresh your browser while this WM is being deployed.
Y

Cancel

9. Review the configuration and click Finish. You will be returned to the main screen with the
deployment progress displayed in the Recent tasks table.

4

vmware ESXi” rool@10.25522288 v | Help~ | [(REEEge

[“T.E’ Navigator

TeEE () Manage with vCenter Server | ) Create/Register vil | [Ig Shutdown [B Reboot | (@ Refresh | b Actions

Monitar ovvmhost3 cPU FREE: 22.6 thtt_z

Version 6.5.0 (Build 4887370)
- USED: 35 MHz CAPACITY: 22.7 GHz
(&1 virtual Machines State: Hormal (connected to vCenter Server at 10.255.22...

B storage Uptime: 116.86 days 2MDRY FREE: 18 358C%E1
€3 Networking USED: 1.84 GB CAPACITY: 20 GB

STORAGE FREE: 401.55 GB
0%
USED: 974 MB CAPACITY: 402.5 GB

[~ Hardware
Manufacturer HF
Maodel ProLiant DL380 G5

v | crPu 8 CPUs x Intel(R) Xeon(R) CPU E5440 @ 2.83GHz
W 1emory 20 GB

3 E Virtual flash 0B used, 0B capacity

Recent tasks =

Task Target ~ | Initiator ~ Queued ~ Started ~ | Result ~ | Complete .~

Import VApp Resources 071320201 . | 07M%20201_ [ | (§ Running. 3% =
Upload disk - svnmse-vpn (51 VPN VA Build 07/143/2020 1 07/13/2020 1 [ @® | PRunning. 8%
Upload disk - swnmse-vpn... Ej VPN VA Build... 07M13/20201...  07M3/20201... o Completed successfu... 07/13/2020 1...
Reconfig VM 51 VPN VA Build... | VCintemal | 07/1%/20201.. 071%20201.. () Failed - The operstio... | 07/13/2020 1...

Download VMXConfig Mone VC Internal 0732020 1... 07320201 o Completed succesefu... | 07M3/2020 1.

Destroy (51 OV 4.5R2 Bui... | root 07132020 1... | 07132020 1... | (@) Compisted successfu.. | 071302020 1.
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10. When the installation is complete (indicated by all three files showing “Completed
Successfully” in the Result column of the Recent tasks table), click on Virtual Machines in the
Navigator Tree on the left side of the screen to display a list of VMs. Select the VM you just
deployed. Basic details for the VM are displayed, as shown below.

vmware ESXi” root@10.255.22288 ~ | Help ~ | [(REEL=

"% Navigator (s VPN VA Build 21

v [J Host =
g [ Console B8 Monitor | ® Poweroff i Suspend ¥ Reset | 4 Edit | (@ Refresh | ¥ Actions
Manage ol

M VPN VA Build 21

onitor . CFU =
Guest 05 CentOS 4/5 or later (54-bit) 0 MHz

- tj Virtual Machines Compatibility ESXi5.5 and later (WM version 10)

VMweare Tools No MEMORY
g VPN VA Build 21
cous : 08

Monitor

Memao
o STORAGE

More VMs... 1097 GB
[ storage

€3 Networking

[+ General Information
3 @ Metworking Mo network information
» BB Viware Tools Notinstalled £ Actions
+ & storage 2 disks

(= Motes Alcatel-Lucent Enterprise OmniVista VPN Server 4/ Editnotes

+ Performance summary last hour

[] Recent tasks

Task Target ~ | Initiator  ~ | Queued ~ | Started ~ | Result | Complete... ~

-

Upload disk - ovnmse-vpn-... {_‘4 VPN VA Build .. roct 0732020 1... 07/13/2020 1... o Completed successfully | 07/13/2020 1...

Upload disk - gvnmse-vpn-... |:~ VPN VA Build .. roct 07M2/2020 1... 07/13/2020 1... o Completed successfully | 07/13/2020 1... ‘E ‘

Download VMXConfig Mone WC Internal 07/M23/2020 1... 07/13/2020 1... o Completed suecessfully |~ 07/13/20201...
Updsate Child Resource C... Resources WC Internal 07/M12/2020 1... 07/13/2020 1... o Completed suecessfully | 0T/12/20201...

Download VMXConfig None WC Internal 07/13/2020 1 07/13/2020 1 o Completed successfully | 07/13/2020 1

Power On WM (51 VPN VA Build ... | root O7TMH20201... 07132020 1. o Completed successfully | 07/13/20201... .
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Important Notes:

e On the ESXi VM, do not manage the VLAN on the NIC dedicated to bridged traffic - the

interface without IP Address managed.

Network71.x - Edit Settings

Properties
’ Network labe Metwork71.x
Security
Traffic shaping WLAN ID Mone (0) v

Teaming and failover

&

On the ESXi VM, enable Promiscuous Mode for the above NIC. If the “Override”
checkbox is enabled, make sure Promiscuous Mode is set to “Accept”.

Network/1.x - Edit Settings

Properties
[ securiy [ e 2
Traffic shaping MAC address changes [ override  Acce
Teaming and failover -
Forged transmits ] overrige  Acce

&
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/ Edit standard virtual switch - vSwitch0

&4 Add uplink

MTU 9000

Uplink 1 vmnicO - Up, 1000 mbps hd
v Link discovery Click to expand
+ Security

¥ NIC teaming Click to expand

¢ Trafiic shaping Click to expand

Remote Access Point and VPN VA Installation Guide

Inherit from vSwitch means this port group uses the same setting as vSwitch0; so, make
sure vSwtichO is set to Accept for Promiscuous Mode. Or you can set Accept directly in

the port group setting.

Promiscuous mode '3;3'Pccept S Reject

MAC address changes ® Accept )] Reject

Forged transmits ® Accept O Reject

Save Cance

E3

"4

11. Click on the small Console Screen or click on Console at the top of the screen and select
Open Browser Console to open a Console and go to Configuring the VPN Virtual Appliance to
complete the installation.

Configuring the VPN Virtual Appliance

Once the VPN is deployed, perform the following steps to complete the installation:

1.

Complete the Installation

Configure NICs

Configure Routes

Configure Network Settings (DNS, Gateway)

Configure SSH Service

Upload VPN Settings to the VPN Server

Configure the VPN Service

® N o ok 0w

Configure VPN Endpoints

Complete the Installation

1. Launch the Hypervisor Console for the VPN VA. You will be automatically logged in and the
Keyboard Layout Prompt will appear. Press Enter if you do not want to change the default
keyboard layout (US), or enter y then press Enter to change the default keyboard layout
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3-1. F‘l? tlrr‘pn xB6_64 on an xB6_64

a login: admin (antomatic login)d
ed Keyboard Layout: us
ould you like to conf igure new Keyboard Layout [yinl (n):

2. The End User Agreement will appear. Press the spacebar to scroll through the agreement.
When you reach the end of the agreement, enter y and Press Enter to accept the agreement.

'roactive Lifestyle Management Product Exhibit

may or may
5, including
] e the ProfA
il any data that PETSONa ] 1 ifies ¥
r information provided to us by You. Lic
ion of the are by, as the ca mng be, cC
Lil"L.u JL le Man: r ’

||Jr1r|hf Alcatel-Lucent Enter)

iccept End-User License Agreement (ysm): _

3. The Admin Password Prompt will appear. Enter and confirm the Admin Password for the VM
and press Enter.

4. The VM will reboot. When the reboot is complete, the OmniVista Login Prompt will appear.
Enter the OmniVista Login (admin) and press Enter; then enter the Admin Password you
configured in Step 3 and press Enter.

(Core)
3-1.el?.elrepo.xB6_64 on an xB6H_64

atel-Lucent Enterprise Omnilista Z58H UPN Un

admin

5. The Main Menu will appear with the Network Interfaces option highlighted.
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Configure NICs

Hain Menu

¢ Network R ES >
< Network :

¢ Network

¢ U'N End

¢ Un Sett ..

¢ Maintenance. ..

< Apply Conf iguration Changes

< Logout

1. With the Network Interfaces option highlighted, press Enter to bring up the Menu for
Network Interfaces Screen.

Menu for Metwork Interfaces

1. NIC1:
Name: ethd
IP:
Prefix length:
MAC: BA:58:56

IP:
Prefix length: B

MAC: BA:58:56:af :82:28
3. NIC3:

Name: ethZ

IP:

Prefix length:

MAC: BA:58:56:af :ad:?f

Please select NIC to modify:

< OK
< Exit

2. At the Please select NIC to modify prompt at the bottom of the screen, enter the number of
the NIC you want to configure (e.g., 1), use the Down Arrow to highlight OK and press Enter.

Menu for Configure a network interface

Name: ethd

IP: 1@.255.222.97
Prefix length: 24
MAC: BB:58:56:af :ch:cd

Please input IPv4:
Pleaze input prefix length:

{ Save
¢ Exit

3. Enter the VPN Public IPv4 address (e.g.,10.255.222.97) use the Down Arrow to move to the
Prefix Length field and enter the prefix length (e.g., 24) for the IP address. Move the Down
Arrow to highlight Save and press Enter, then press Enter at the OK Confirmation Prompt. The
following prompt will appear.
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The conf iguration has been saved successfullyt

4. Repeat the process in Step 3 above to configure the OVE Server IP address. This is the
interface that will be used to connect to the OVE Server.

Menu for Configure a network interface

Name: ethl

IP: 18.255.255.98
Prefix length: 24

MAC: BB:58:56:af :82:28

Please input IPw4: _
Please input prefix length:

< 3ave
¢ Exit

Note: To set up a Data Tunnel, you use the third NIC on the VA. You must not configure
an IP address for this NIC because it will be a Layer 2 Tunnel. You also need to enable
"Promiscuous Mode" for this NIC in your Hypervisor.

5. Press Enter to return to the Main Menu.

Main Menu

< Network Interfaces
Network Rou
Network Ser
Network Set
UPH Endpoints
Un Settings...
{ Maintenance. ..
< Apply Conf iguration Changes
{ Logout

WON N NS N N NN

6. Use the Down Arrow to highlight Apply Configuration Changes and press Enter.

Main Menu

Hetwork Int
Network Rou
Network 3ervic

Network 3ettin
UPN Endpoints...
Ua Settings...
{ Maintenance. ..
< Apply Conf iguration Changes

< Logout

7. The following Confirmation Prompt will appear. Press Enter to apply the configuration. When
the process is complete, the Main Menu will appear.
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Would you like to apply all configuration 7

Note: UA will restart some services

¢ Exit >

Configure Routes

If necessary, configure a Network Route.

Main Menu

¢ Network Interfaces ;
Network Routes

< Network Services. .. 3

< Maintena

¢ Apply Conf iguration Changes
< Logout

1. On the Main Menu Screen, highlight Network Routes and press Enter.
Menu for Hetwork Rowtes
The =system does not contain any routes

¢ Add a network route

¢ Exit )

2. With Add a Network Route highlighted, press Enter.

Menu for Add a network route

Please input subnet: 198.2H6.186.8
Please input prefix length: 24
Please input gateway: 168.255.255.98

< Sawve
¢ Exit

3. Enter the Network Route Subnet, use the Down Arrow the enter the Prefix Length, and the
Gateway. Use the Down Arrow to move to Save, then press Enter.

Would you like to apply 7 Add a network route

Subnet: 198.266.186.8
Prefix length: 24
Default gateway: 18.255.255.98

>

< Exit

4. At the Confirmation Prompt, with Save highlighted, press Enter, then press OK at the next
Confirmation Prompt. The Network Route will be added and Main Menu will appear.
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Main Meno

{ Network Interfaces >

Hetwork Huutcs

£ Networ : o 0

pply Conf 1|||||.11 ion Changes
r|!_||||l1'

Main Menu

Hetwork Interfac
Network Rou
Network Ser
Network 3ett
UPN Endpoints...
Ua Settings...
{ Maintenance. ..
< Apply Conf iguration Change:

< Logout

6. The following Confirmation Prompt will appear. Press Enter to apply the configuration. When
the process is complete, the Main Menu will appear.

Would you like to apply all configuration 7

Note: UA will restart some services

DK

< Exit

Configure Network Settings (DNS, Gateway)

If necessary, configure a DNS; and configure a Default Gateway for public network access.

Main Menu
¢ Network ll|1'|_.1|'u| CE
¢ Network

4 Network :

Network ttln‘s ' "

< 'H'I Ex |-'1|:||.| 1n+

£ Hnlutl:ll-. nce. ..
< Apply Conl iguration Changes
< Logout

1. On the Main Menu Screen, highlight Network Settings and press Enter.
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NHetwork Settings

show current conf iguration

Gonf igure a network setting..

{ Exit

2. Highlight Configure a Network Setting and press Enter.
Conf igure a network setting

Conf igure DNS >
¢ Conf igure NTFP

igure Default Gateway

3. With Configure DNS highlighted, press Enter.

Menu for Conf igure DHS

Enter DH3S server list
by zeparating with commaz [P addresses: 198.286.1.3

_
¢ Exit

4. Enter a DNS Server IP address(es), use the Down Arrow to highlight Save, and press
Enter.

Would you like to sawve 7 Conf igure DNHS
The IP(s): 198.206.1.3

<ves ...
< No

5. Press Enter, then press Enter at the next Confirmation Prompt.

Conf igure a network setting

Conf igure DN3 >
¢ Conf igure NTF

igure Defawlt Gateway

Menu for Configure Default Gateway

Enter the IP: 1H.255.222.1

7. Enter the Gateway IP address, use the Down Arrow to highlight Save and press Enter.
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Would you like to save the configuration default gateway 7

IP: 1B.255.222.1

Conf igure a network setting

< Conf igure DNS
¢ Conf igure NTF

Conf igure Default Gatews
{ Exit

Main Menu
£ Metwork Interfaces
< Metwork

Main Menu

Network Interfaces

Network Rou

Network Ser

Network Settings. ..

UPN Endpoints. ..

Ua Settings. ..

Maintenance. ..

< Apply Conf iguration Changes

{ Logout

A A A N

11. The following Confirmation Prompt will appear. Press Enter to apply the configuration.
When the process is complete, the Main Menu will appear.

Would you like to apply all configuration 7

Note: UA will restart some services

< Exit
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Configure an SSH Service

Configure an SSH Service on the VA to enable an SSH connection to upload the VPN Settings
File.

Main Menw

.

¢ Network Interfaces 5
< Metwork Routes k

{ Network Services...

< Network Settings. ..

< Maintenance. ..
< Apply Confl iguration Changes
< Logout

1. On the Main Menu Screen, highlight Network Services and press Enter.

Network Services

¢ Show current conf iguration »
< Configure a network service

{ Delete network services >
. Exit

2. Highlight Configure a Network Service and press Enter.

Menu for Configure a network service

Flease choose the service

3. With SSH highlighted, press Enter.

Menu for ssh

Please select the IP

[1]1 18.255.222.97
[Z2] 18.255.255.98

Please input your option: 1

Enter the port: 2222

¢ Exit »

4. Enter the number corresponding to the address (e.g., 1), and use the Down Arrow to enter
the SSH Port Number. Use the Down Arrow to highlight Save and press Enter.
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Would you like to save the configuration ?

IP: 18.255.222.97
Port: 2222

< Yes
< No

5. With Yes highlighted, press Enter at the Confirmation Prompt.
The configuration has been saved successfullyt

6. Press Enter at the final Confirmation prompt and press Enter until you return to the Main
Menu.

7. Use the Down Arrow to highlight Apply Configuration Changes and press Enter.

Main Menu

Network Interf
Network Ro
Network Serwi
Network Sett .
UPN Endpoints. ..
Ua Settings. ..
{ Maintenance. ..
< Apply Conf iguration Changes

< Logout

8. The following Confirmation Prompt will appear. Press Enter to apply the configuration. When
the process is complete, the Main Menu will appear.

Would you like to apply all configuration 7

Note: UA will restart some services

<{ Exit

Upload the VPN Settings to the VPN Server

If you have not already done so, you must export the VPN Settings file from your OmniVista
Freemium account to your computer. You will then FTP this file to the VPN VA to configure the
VPN Service. If you have already exported the VPN Settings to your computer, go to Step 4.

1. Go to the Device Catalog Screen (Network —> Device Catalog) of your OmniVista Freemium
account.
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# Home & freesqa = A Support Center ~ ®MVideos @ About @ Logout

& GET PAID ACCOUNT

Learn More

Alcatel-Lucent @

Enterprise NETWORK~  CONFIGURATION ~  UNIFIED ACCESS~  SECURITY~  ADMINISTRATION ~

INVENTORY » #& Home

Device Catalog Device Catamg Latest Refresh: 01 min ago B Export VPN Settings n\:’/

Device
Troubleshooting

Network Inventory Device Catalog

Q Searchall Advanced Filter
Managed Inventory
Troubleshoot Device B
D Serial Number Model Current Software Vers_  Desired Software Vers_  Ready For Upg_.  Device Status
[] sszisz000166 DAW-AP1201H 40019 Do not upgrade Yes @
1 L3
Show 1000 « Showing Page 1 of 1 1

2. Wait for the AP to reach “Registered” Status, then click on the Export VPN Settings button
at the top of the screen.

Select A VPN Setting To Export

LAB4

Server's Public IP- 172 16 92 199; Port: 9001; Server's VPN IP: 12.12 12 1; OmniVista Enterprise Server IP- 192 168 70.143; Client VPN IP Address Pool: IP Range

Total: 1 page 1

The file must contain the list of all RAPs (peers) with their IP Addresses and Public Keys as
shown below:

[Peer]
PublicKey = w7dRCARmrC7axxxxxx967Yw3iann3sgT+nbX1T3hlA=
AllowedIPs = 10.180.2.7/32

3. Select the VPN Settings that you want to use (e.g., LAB4) and click Export. The file will be
downloaded to your computer (e.g., LAB4.conf).

4. SFTP the VPN Settings File (e.g., LAB4.conf) to the vpn_profile Directory (/opt/OmniVista_
2500_NMS/data/vpn_conf/vpn_profile) on the VPN VA.

Important Note: Do not change the name of the VPN Settings file.
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[ sftp://admin@10.255.222.97:2222 - FileZill C=aEen X
File Edit View Transfer Server Boockmarks Help
[ SR TAEE Y
Host:  ftp://10.255.22297  Username: admin Password: esssssssss Port: 2222 | Quickconnect ” - |
Status: local:D:\Users\jobrewst Desktop\LAB4.conf => remote;/opt/OmniVista_2500_MNMS/data/vpn_conf/vpn_profile/LAB4.conf -
Status: File transfer successful, transferred 441 bytes in 1 second
Status: Retrieving directory listing of "/opt/OmniVista_2500_NMS/data/vpn_conf/vpn_profile"..,
Status: Listing directory fopt/OmniVista_2500_NMS5/data/vpn_conf/vpn_profile
Status: Directory listing of "/opt/OmniVista_2500_MMS/data/vpn_conf/vpn_profile” successful
Status: Disconnected from server -
Local site: | D:\Users\jobrewst\Desktop\, ~ | Remote site: | /opt/OmniVista_2500_NMS/data/vpn_cenfivpn_profile -
-l Desktop - = | OmniVista_2500_NMS -
‘| Documents i bin
& Downloads data
¢+ Favorites ? lost+found
InstallAnywhere vpn_conf
. john.brewster@alcatel-lucent.com Creative Clour ™ [ vpn_profile
4 1 3 2 logs =
Filename» Filesize Filetype Last modified “ | Filename = Filesize Filetype L
APIs File folder 7/10/2019 10:53:0 |=| LAB4.conf 441 COMNF File 3
CLI 8x and 6x File folder 2/26/2019 3:3213
OmniVista File folder 11/8/2019 3:33:58 ~
4 n 3 4 n 3
Selected 1 file. Total size: 441 bytes 1 file. Total size: 441 bytes
Server/Local file Direction Remote file Size Priority Status
Queued files Failed transfers Successful transfers (1)
.’_.| B Queue: empty .0

Important Note: Any time you modify VPN settings you must generate a New VPN
Settings File and FTP the file to the VPN Server.

Configure the VPN Service
Configure a VPN Management Service on the VA.
Main Menw

¢ Network In

Logout

1. From the Main Menu, highlight Network Services and press Enter.
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Hetwork Services

¢ Show current conf iguration

< Configure a network service
¢ Delete network services »
{ Exit

2. Highlight Configure a Network Service and press Enter.
Menu for Configure a network service

Flease choose the service

< 5zh ¥
¢ E=it >

3. Highlight VPN and press Enter.
Menu for UPN
Please input appended name: vpn_management
Please select the IP

[11 18.255.222.97
[Z]1 18.255.255.98

Pleaze input your optiom: 1

Enter the port: 9881

¢ Exit >

4. Enter a name for the service after the underscore (e.g., vpn_management), then use the
Down Arrow to select the number of the NIC on which you want to create the service (e.g., 1).
This is the NIC of the VPN VA Public IP address. Then use the Down Arrow again to enter the
Port Number. This is the port number of the VPN VA Public IP address. Use the Down Arrow to
highlight Save and press Enter.

lould you like to zave the configuration 7

Name: wpn_management
IP: 18.255.222.97
Port: 9881

< No »

5. Press Enter, then press Enter at the next Confirmation Prompt. Select Exit until you return to
the Main Menu.

6. Use the Down Arrow to highlight Apply Configuration Changes and press Enter.
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Main Menu

< Network

< Network

< Network ..

< Hetwork Settings...
UPN Endpoints. ..

< UA Settings...

{ Maintenance. ..

< Apply Conf iguration Changes

¢ Logout >

L Y LY W W

S

b

7. The following Confirmation Prompt will appear. Press Enter to apply the configuration. When
the process is complete, the Main Menu will appear.

Would you like to apply all configuration 7

Note: UA will restart some services

< Exit >

Configure VPN Endpoints
Attach the VPN Settings File to the VPN Service.

Main Menu

{ Metwork Interfaces

< Network R

< Network ;
Hetwork Lt 5. .. 3

UPN Endpoints. .

IANCE. . . 2
< Apply Confl iguration Changes »
< Logout ;

1. From the Main Menu, highlight VPN Endpoints and press Enter.

UPN Endpoints

¢ Show current conf iguration
< Configure a UPN endpoint
{ Exit

2. Highlight Configure a VPN Endpoint and press Enter.
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UPH Endpoints

Menu for Conf igure a VPN endpoint

Fleaze choose the UPHN server cowf iguration
[11 wpn_man .

Tupe your option:1

Fleaze select the conf iguration file
[1] LAB4.cont

Type your option: 1

interface to enable Layer £ Data UPH, or Home for regular UPN

Type your option: £

¢ Exit

3. Select the number for the VPN Server Configuration (e.g., 1 - vpn_management). This is
the VPN Service you created in the previous section. Use the Down Arrow to select the VPN
Settings Configuration File (e.g., 1 - LAB4.conf); then use the Down Arrow to select the
interface for Regular VPN (e.g., 2 — None); use the Down Arrow to select Save, and press
Enter.

Would you like to save the configuration 7:

UPN Service name: wpn_LAB4 . conf
guration file: LAaB4.conf
dge Interfaces: Mone (Layer 3 UPH)

4. Press Enter at the next Confirmation Prompt. Select Exit until you return to the Main Menu.

5. Use the Down Arrow to highlight Apply Configuration Changes and press Enter.

Main Menu

Network Int

Network Rou

Network Servic

Network Setti

UPN Endpoints

Ua Settings. ..

Maintenance. ..

< Apply Configuration Changes

<
<
{
<
<
£
<
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6. The following Confirmation Prompt will appear. Press Enter to apply the configuration. When
the process is complete, the Main Menu will appear.

Would you like to apply all configuration 7

Note: UA will restart some services

{ Exit >

Configuring the VPN Data Tunnel

Once the Management VPN tunnel is configured, follow the steps below to configure a VPN
Data tunnel. An L2GRE tunnel will be created between the Remote AP and the VPN Server and
it will be used to tunnel the remote employee’s data traffic.

1. Go to Network —> AP Registration -> Data VPN Server to add a Data VPN Server.
Data VPN Servers

Edit VPN Server

Mame VPN _Server_Conf
Description
Server's Public IP 195.128.146.179/24 Server's 6550 v
Port
Server's VPN IP 192.168.0.1

Client VPN IP Address Pool

Name User-configured name for the VPN configuration.

Server's Public IP The VPN Server's Public IP address (configured when you installed the
VPN VA). This is the IP address used by Remote APs to connect to the
VPN Server. And this is the interface through which traffic originating from
inside the Enterprise Network flows to the Remote site.

Port The VPN Server Port.

Server's VPN IP The VPN Server's Private IP address within the virtual network (must be in
the same network as the client pool). This is the interface through which
traffic originating from the Remote AP flows to reach a destination inside the
Enterprise Network.

Client VPN IP Address The range of addresses available to assign to Remote APs. You can select
Pool IP range and insert a range of IP addresses, or a shorthand mask.
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2. Go to the AP Group Screen (Network - AP Registration - AP Group) and edit the AP Group
used to manage Remote APs.

# Home Netwark ~ AP Registration AP Group

AP Group EESOE0EDE -
AP Group List & Exportto.csv | Add to Report n Hide Details »
RW @
| ‘ General
Group Name Auto-Group VLANS Group Description Managed AP Count

Group Name RW
RW 1AP
Group Description

3. Assign the Data VPN Server to the AP Group (mandatory to set up the Data VPN Tunnel).

= Registration

1. Edit Group Edit Group

Edit Group Description

Edit Group

General

Time

Syslog

Post Mortem Dump

SSH

AP WEB

Client Behavior Tracking
Certificate

SNMP Setting

loT Radio Configuration

loT/Location Server

Q | Search s

Data VPN Server(s) VPN _Server_Conf -

4. Go to the Data VPN Servers Screen and click on the Export VPN Settings button.
| & Home Metwork AP Registration Data VPN Servers

Data VPN Servers

@, Search all

Showing All 1 itern

3 2 e >

5. Select the VPN Settings that you want to use and click Export VPN Settings. The file will be
downloaded to your computer. The file must list all RAPs with their IP Addresses and Public
Keys as shown below:

[Peer]
PublicKey = opNxglUpN2Pv/9S2HaxxxxxyfJYAIDLOHSRDo78r+To=
AllowedIPs = 192.168.1.2/32
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6. SFTP the VPN Settings File to the vpn_profile Directory (/opt/OmniVista
2500_NMS/data/vpn_conf/vpn_profile) on the VPN VA. See Upload the VPN Settings to the
VPN Server.

Note: Do not change the name of the VPN Settings file.

7. Configure the VPN service for Data Tunnel.

Menu for UPN

Pleaze input appended name: vpn_data

Please select the IP

[11 18.255.222.97
[2]1 18.255.255.98

Please input your option: 1

Enter the port: 9882

¢ Exit >

8. Configure VPN Endpoints. Be sure to select the right ethernet interface for bridging traffic
(e.g., eth2 without IP Address).

Configure VPN Endpoints
Attach the VPN Settings File to the VPN Service.

Main Menu

© Network Interfaces

< Network R :

% Network 5. .. )
< Network Settings. .. >
< A Settings. .. ¥
< Maintenance. .. >
. 11y Conf iguration Changes

< Logout

1. From the Main Menu, highlight VPN Endpoints and press Enter.

UM Endpoints

¢ Show current conf iguration

< Configure a UPN endpoint '.

¢ Exit

2. Highlight Configure a VPN Endpoint and press Enter.
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Menu for Configure a UPN endpoint

Please choose the UPN server configuration
[11 vpn_data
[Z]1 vpn_management

Type your option:1

Flease select the configuration file

[1]1 LAB4.conf
[Z2]1 UPN_Server_ Conf .conf

Type your option: 2

Flease select interface to enable Layer 2 Data UPN, or MHone for regular UPH
[11 ethZ
[Z2]1 None (Layer 3 UFPN)

Type your option: 1

>

< Exit

3. Select the number for the VPN Server Configuration (e.g., 1 - vpn_data). This is the VPN
Service you created in the previous section. Use the Down Arrow to select the VPN Settings
Configuration File (e.g., 2 — VPN_Server_Conf.conf); then use the Down Arrow to select the
interface for bridged traffic (e.g., 1 — eth2); use the Down Arrow to select Save, and press
Enter.

Would you like to sawve the configuration 7:

UPN Service name: vpn_data
Conf iguration file: UPN_Server_Conf .conf
Bridge Interfaces: eth2

< Exit >

4. Press Enter at the next Confirmation Prompt. Select Exit until you return to the Main Menu.
5. Use the Down Arrow to highlight Apply Configuration Changes and press Enter.

Main Menu

Network
Network
Network Service

Hetwork Setti
UPN Endpoints. ..
Ua Settings. ..
{ Maintenance. ..
< Apply Conf iguration Changes

¢ Logout

6. The following Confirmation Prompt will appear. Press Enter to apply the configuration. When
the process is complete, the Main Menu will appear.
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Would you like to apply all configuration 7

Note: UA will restart some services

¢ Exit >

Create an SSID for the VPN Data Tunnel

Once the VPN Data tunnel is configured an SSID and Access Role Profile must be created to
tunnel the user traffic. For example:

1. Create an SSID.

> Select WLAN > SSIDs > SSIDs
> Click on the + button
> SSID Service Name: EmployeesX (X = R-Lab number)
> SSID: <filled automatically>
> Usage: Enterprise Network for Employees (802.1X)
> Click on Create & Customize

> Allowed Band: All
> Encryption Type: WPA3_AES

Default VLAN/Network:

VLAN(s): untagged

Use Tunnel: checked

Tunnel ID:0

GRE Tunnel Server IP Address/data VPN Server: select profile created at previous section
Support of Entropy: Disabled

Allow Local Breakout: Disabled (will be supported with AWOS 4.0.1)

Authentication Strategy
> RADIUS Server: UPAMRadiusServer
> Click on Manage Employee Accounts

// Employee account creation //
> Click on the + button

> Username: Employee

> Password: password

> Click on Create
> Click on Close

2. Select the SSID and AP Group, save and apply.

SSID Service EmployeesO -
Name

551D Employessd

AP Groupis) 1 selected AP Group(s)

+ Set same schedule for all selected AP Croups | Edit Schedule & L1

I default group i

3. OmniVista 2500 will push the configuration to the Remote Access Point allowing users to
connect to the SSID just configured.
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Employees0O
Secured

|:| Connect automatically

Add a Route to Reach the VPN VA from OmniVista

: Uirtual Appliance Menu

R R R R R R R R R e e R e

1] The L
Run W :
Upe

|.lll.|l.|lilll:{
Login Authentication &

Fower 0Off

1. On The Virtual Appliance Menu, select 2 — Configure the Virtual Appliance to bring up the
Configure The Virtual Appliance Menu.

w Conf igure The Virtu

W
Conf iguration

nd Ports
1t Gateway

Conf igure the other Metwork C
[A] Exit

2. Select 8 — Configure Route.
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o R E E E E d E e R R R

Conf igure Rout

Help

Show Current Routes
fAdd Route

Del Rout

Exit

3. Select 3 — Add Route v4 to add the route. OmniVista should reach the NIC that the VPN VA
used to connect to the corporate network (e.g., 10.255.255.0/24)

» Conf igure Route
= [1]1 Help
Show Current Routes
Add Route w4
Del Route w4
Exit

(=) Type your option: 3
input subnet: S
se input net ’55.8
(=) Plec input gate
Would you like to add
subnet: 18.255
netmask: 25 .
gateway: 192.168.71.1
TH R
The configuration has been set
Press [Enter] to continue

4. Select 2 - Show Current Routes to review the configuration.

D L L L L L e e L L L L e L L L L

#* Conf igure Route *

[1]1 Help %
[2] Show Current Routes *
[3] Add Route w4 %

.

[4]1 Del Route w4
» [B] Exit
B R Rl alala i B B R Bl alalal R B B R R R S S S s s
(%) Type your option: Z
Current routes:
Route Route 1: 18.255.255.8,255.255.255.8 via 192.168.71.1

Upgrading the VPN VA

This section documents an example upgrade from version 4.5.1.17 to 4.5.1.20. Details shown
on VMWare. The following summarizes the process of upgrading a VPN VA.

e Power off the VA.

o Deploy new OVF template.

e Copy the OS virtual disk file to the location of current VA.
e Remove (0,0) IDE disk from the VA.

e Recreate the disk with new copied virtual disk file.

e Power on the VA.
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1. Power off the existing VA (RAP-VPN_b17).

R
aCenterl
Alcatel
i Clusterioi
[B, 10.255.214.131
B 10.255.214.211
£l @ ResourcePool-1
s AP-SIM-1_160
5 AP-SIM-3_145
51 OV_433GA->441GA_160
& Ov_441_bse_155n1
G OV_451_bi7_150n1
3 OV_451_b27-31-34-41-44_155h1
3 OV_451_b34_1455
{3 OV-140H1-44R2-b50-Ver
1 OVE_451_b21_150h1
(3 ALE-SLAB-AD
G IxChariat 9.6
Gh Kali-Linux_Cent0S
Gh Kali-Linux_Ubuntu-16.4
& Kali-Linux-2
Gh Kali-Linux-3_Debian
3 Ov-185_AT
{3 [RAP-VPN_b17
{3 Serveri65_RAP-net
3 Servers0
G Win7-DonotDelete
G Win7-TV-75

RAP-VPN_b17

eoa s eay Summary | Resource Allocation | Performance | Ta

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications.

In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.

Basic Tasks

Power Off the virtual machine
i@ Suspend the virtual machine

5 Edit virtual machine settings

Deploy a new OVF template using the 4.5.1.20 version files.

% Deploy OVF Template

OVF Template Details
Verify OVF template detzils.

Source
OVF Template Details
End User License Agreement
Name and Location
Host | Cluster
Resource Pool
Disk Format
Ready to Complete

Product: OmniVista VPN Server
Version: 4.5.1.20
Vendor: AlcatelHucent Enterprise
Publisher: Mo certificate present
Download size: Unknown
Size on disk: Unknown (thin provisioned)
5.0 GB (thick provisioned)
Description: AlcatelLucent Enterprise Omnivista VPM Server
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'l Deploy OVF Template ;IEIEI

Ready to Complete
Are these the options you want to use?

Sﬁmmat& Details When you dick Finish, the deployment task will be started.
End User License Agreement Deployment settings:
Hame and Location OVFfile: ¥:\5Lab\0V\Software\RAPYVPN-VA\b20\ovnMSe-vpn-45.1m
Host / Cluster Download size: Unknown
%ce%ol Size ondisk: Unknown
Disk Format Name: RAP-VPN_b20
Metwork Mapping Folder DataCenterl
Ready to Complete HostfCluster: Cluster10l
Specific Host 10.255.214.211
Datastore: 51223
Disk provisioning: Thin Provision
Network Mapping: "Metwork Interface 1" to "RAP-HQ_3970"
Network Mapping: "Null" to "HAN-2000"

™ Power on after deployment

Help < Back | Finish I Cancel |

) Deploying RAP-VPN_b20 o [
il - B - Deployment Completed Successfully _|EI|£

Deploying RAP-VPMN_b20

Deplaying disk 1 of 2 from Deploying RAP-VPM_b20
¥:\5Lab\OV\Software \RAP\WPN-VA\b20\ovnmse-vpn-4. 5. 1. 20-disk00 1.

e Completed Successfully
£

" Close this dialog when completed

2. Copy the OS virtual disk file (RAP-VPN_b20.vmdk) to the location of current VA (RAP-
VPN_b17). On VMWare web client, click "Datastore browser".

vmware ESXi~

"I Navigator o || 3 sL223

~ [ Host
T (5" Registera Vi {3 Datastore browser | @ Refresh | ¥ Actions
WMonitor

sL223
(<1 virtual Machines Type: NFS

~ E storage Location: Hrmfsivolumes/8565a830-5ec5d66c

= — Hosts: 1
VelelHachines: 12
Monitor

More storage...

€3 Networking

a. In the Datastore browser, highlight the file (RAP-VPN_b20.VMDK).
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‘a Datastore browser

4 Upload [ Download [5} Delete [ Move [[5Copy {7 Create directory | (@ Refresh

£ Hosto1-HD 2l ovrdonzidztest Al 23 RAPAPN_520_1vmdk = — =
E NOD12 OV-140H2-44R2-b... : 2
H sLa22 OV-141H1-451-015 RAP-VPN_b20.vmsd R“F”V:;'EDGEBU-W”UK
OV-185_AT (51 RAP-VPN_b20.vmx Thursday, April 09, 202..
OVE_161_44R1_b43 RAP-VPN_b20.vmat
OVE_451_b21_15.
OVE_451_b21_15...
OVE-45R01_b12_.
OVE170_44R2_bui.
RAP-VPN_b17
- R _b20
Senver165
Senvers0
Ucopia2
ﬂ Win7 ﬂ _m
E3 [5L223] RAP-VPN_b20/RAP-VPN_b20.vmak
b. Click “Move” and select the destination folder (RAP-VPN_b17).
(5] select destination
B Hosto1-HD = Ovtes_AT 2l @ repvPn_b17 v 2
= NoD12 OVE_161_44R1_b43 RAP-VPMN_b17-ded. ..
) sL222 OVE_451_b21_15.. RAP-VPM_b17.nvram
OVE 451 621 15.. 3 RAP-VPN_b17.vmdk
OVE-45R01 b2 RAPVPN_b17.vmsd
OVE170_44R2_bui... 551 RAP-VPN_b17.vmx
RAP-VPN_b17.vmx...
RAP-VPN_b20 RAP-WPMN_bA7 vmxf
c. Verify the move.
(2 Datastore browser
4 Upload [ Download [5} Delete [ Wove _"j Copy {3 Create directory ‘ & Refresh
] Hosto1-HD El o owtaone-taztest =l 3 RAPVPN_B17_1vmak = — |
E NoD12 OV-140H2-44R2-b... RAP-VPN_b17-ded4ebab.vswp 2
H 5L222 OV-141H1-451-b15 RAP-VPN_b17.nvram RAP-VPN_b20.vmdk
196 GB
0V-185_AT = RAP-VPN_b17 vmdk Thursday, April 09, 202...
OVE_161_44R1_b43 RAP-VPMN_b17 vmsd
OVE_451_b21_15.. {51 RAP-VPN_b17.vmx
OVE_451_b21_15. RAP-VPN_b17vmxlck
OVE-45R01_b12_ RAP-VPN_bA7vmuf
OVE170_44R2_bui..
7 vmware.log
RAP-VPN_b20 VMX-RAP-VPN_b17-3738495899-1v5Wp
Senver165
Servers0
Ucopia2
Wy e win7 H il
[ 15L223] RAP-VPN_b17/RAP-VPN_b20.vmdk
| Close ‘

3. Remove Hard Disk 1, (0,0) IDE disk from the current VA. In vSphere Web Client, edit the

existing VA, remove HD1 and click OK.
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(31 RAP-VPH_b17 - Edit Settings

Virtual Hardware | VM Options ‘ SDRS Rules ‘ vApp Options ]

» @ cPU (4 -] ®

+ B, Wemory (e |-

» (2 Hard disk 1 Device will be removed [] Delete files from datastore
» (2 Hard disk 2 1 * [en ‘-‘

» [l Network adapter 1 [ Connect
» [ Network adapter 2 ™ Connect
» [l Network adapter 3 [ Connect...
+ [ Network adapter 4 [ Connect
» & USB controller usB20

» @ video card [ specify custom settings | -

» 52 VNCI device

» Other Devices

New device — Seled—— - Add
Compatibiliy: ESXI 5.5 and later (vi version 10) oK Cancel

4. Recreate the disk with new copied virtual disk file, "RAP-VPN_b20.vmdk". New device >>
Existing Hard Disk>> Add.

1 RAP-VPN_b17 - Edit Settings 2 »
F I LFU 3 I~ L1 ] =

» R Memory |4095 |vJ [MEI |vJ

» (2 Hard disk 1 1 Sles |+

» [ Metwork adapter 1 [ RAP-HQ_3970 |~ ] [+ connect...

» [ Network adapter 2 [ HAN-2000 |~ ] [¥ connect...

» [EE Metwork adapter 2 [ RAP-HO-to-H-Core |~ ] [+ connect...

» [ Network adapter 4 [OV—NMS_SLAE_ZSS |~ ] [ Connect..

+ & USB controller UsSB2.0

» [ Video card [ Specify custom settings | v]

b 5 VMCI device

» Other Devices

New devee: [ Existing Hard Disk ||| A | 5

L] H *
Compatibility: ESXi 5.5 and later (VM version 10) oK || cancel

a. Select the virtual hard disk file (RAP-VPN_b20.vmdk):
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Select File X
Datastores Contents Information
b []Semnvers0 * = RAP-VPN_b17_1.vmdk Mame: RAP-VPMN_b20w...
» ET1AP-SIN-3 £ RAP-VPN_b20.vmdk Size: 196GB
» £ Server1Gs 5 RAP-VPN_b17.ymdk Modified:  4/9/2020 2:22 Pl
i RAP-VPN_b17

b E10OV-140H2-44R2-b50-ve

b E10OV-141H1-451-b15-14C

» CJOV-185_AT

» [ Kali-Linux-3_Debian

» CJOVE-45R01_b12_Mew

» EJRAP-VPMN_b20

b E10OV-140H1-44R2-b50-V¢

» CJOVE_451_b21_150h1

» EJAP-SIM-1_1

» £10V_451_b16_1455 =

File Type: | Compatible Virtual Disks(*vmdk, *.dsk, *.raw) -

Ok Cancel

5. Power on the VA (RAP-VPN_b17).

_'|i_> OV-185_AT

B RAP-YPIN D17, i v Hard disk 1 "
— 51 Actions - RAPVPN_bB17 |

& RAP-VPN_b20

(g Server165_RA i
6 Server50 _ FEET T

Sh o win7-Nnnnthe f

Be patient, it will take some time for all of the services to come up.

Basic Troubleshooting Checklist

If the AP Management VPN Tunnel is down:

e Check if tunnel interface was created using command “wg” on VPN VA (we assume
we cannot action this command on RAP because it is not reachable).

o Verify that the AP’s IP Address is present in the VPN.conf file imported to VPN-VA.

o Verify that the firewall is not blocking traffic in both ways (from outside company,
from VPN-VA).

If the AP Management VPN Tunnel is UP but AP is not registered in OV:
e Check if you can ping the AP’s IP Address from OV.

e Check if you have configured the static route on OV for AP wgO IP subnets.

If AP Data VPN Tunnel is down:

e Check if the tunnel interface was created by using command “wg” on VPN VA and on
RAP. At this stage, the VPN config must be pushed to AP in
/tmp/config/datavpn.conf.

e Check the Data VPN Server is mapped to respective AP Group.

e check if the AP has received IP on wg1 interface with command “ifconfig wg1”.
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o Check that the IP Address is present in the Data-VPN.conf file imported to VPN-VA.

o Verify that the firewall is not blocking traffic in both ways (from outside company,
from VPN-VA).

If both tunnels are UP but client does not get DHCP lease:

e Check if the client is present in the AP association list with command “ssudo sta_list”
and he mapped to the tunnel ID of the Data VPN Server, command “brctl show”
could be action to have additional information (athOx interface must be associated to
br-g1 interface).

o Check if the Client's MAC Address is learnt on the corporate access switch where we
bridge the traffic.

o Check the switch config for DHCP replay (ip helper, dhcp-snooping).

If client is not able to access LAN network:

e Client is not able to ping any device or gateway within same subnet. Make sure that
Promiscuous Mode is enabled and set to “Accept” on the vswitch (by default this is
set to reject).

¢ Promiscuous Mode is enabled but it is not working. Check if the Override checkbox
is disabled. If enabled ensure the setting is set to “Accept”.

Useful Logs and Commands

Collect VPN VA logs from VA menu.

Collect RAP logs from OmniVista (OVE or OVC) -> Administration -> Audit -> Collect
Support Info.

Check if RAP received DATA Management config files from OV Cirrus.
e cat /etc/config/rap.conf

Check if RAP received DATA VPN config files from OVE or OVC.
e cat /var/config/datavpn.conf

Check the sta_list, wg show and ip -d link command outputs.

For sta_list output, check the TUNNELID and FARENDIP of the VPN VA Server.
STA_MAC IPv4 IPv6 OnlineTime
b0:72:bf:d0:63:de 172.28.1.51 fe80::8389:64ed:fbd4:e730 8

RX X FREQ AUTH Final_role VLANID TUNNELID FARENDIP
4237 5860 5GHz PSK _ RAP3 0 0 DVPN-132
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For wg show check the public key, listening port, peer endpoint, allowed ips, the time
since handshake and that transfer and received are incrementing.

root@AP-D2:00_RAP2:~# wg show

interface: wg0
public key: BOpBbWqvxFKEZ8gAVJACaVY4Lp5d6cKSK5y1+QHO5i4=
private key: (hidden)
listening port: 58161

peer: hfochhiCJHOZz5UMh1BVbvDfWqRICpgwm71106Jh1Ql=
endpoint: 198.206.185.132:9093
allowed ips: 172.16.198.254/32, 172.20.0.155/32
latest handshake: 3 seconds ago
transfer: 267.09 KiB received, 625.22 KiB sent

persistent keepalive: every 5 seconds

For ip -d link check that the interfaces gre0, gretap0, wgO0 are present with an MTU
lower than 1500.

root@AP-D2:00_RAP2:~# ip -d link

gre0@NONE: <NOARP> mtu 1476 qdisc noop state DOWN mode DEFAULT group
default

link/gre 0.0.0.0 brd 0.0.0.0 promiscuity 0
gre remote any local any ttl inherit nopmtudisc

gretap0@NONE: <BROADCAST,MULTICAST> mtu 1462 qdisc noop state DOWN
mode DEFAULT group default glen 1000

link/ether 00:00:00:00:00:00 brd ff:ff.ff.ff.ff.ff promiscuity 0

gretap remote any local any ttl inherit nopmtudisc

wg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 qdisc noqueue state
UNKNOWN mode DEFAULT group default

link/none promiscuity 0

wireguard
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